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The client makes a
single request for a
webpage over an
encrypted link.

Client

[92h SRR

Attacker’s goal is to

identify the
webpage requested.

- only proxy’s IP address revealed

Security Intuition: ., tion hides everything else
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Attacker learns:
* packet lengths

* packet directions ¢ Enables traffic analysis attacks.
* packet timings
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[Liberatore and Levine 06| Attack Scenario

Client ,\
1. Attacker knows what 2. Attacker knows the finite
client software is used. universe of webpages.

3. Attacker has labeled
training data.
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[Liberatore and Levine 06| Attack

SSH protected link

Client r
_/
k=1000
webpages
naive Bayes Classifier:
(packet direction, packet length) counts
Attacker can identify randomly chosen Packet lengths are a

—>

webpage with 68% accuracy! damaging side-channel

6
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( Countermeasurew
~

|

|
|

Client

Example countermeasures:
* Pad to MTU

* Pad to random-length

* “Mice-elephants” padding

* Traffic Morphing [Wright et al. ’09]

e SSL RFC-compliant padding [SSL 3.0 RFC ’99]
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( Countermeasurew
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|

Client

Example countermeasures:
* Pad to MTU

* Pad to random-length
 “Mice-elephants” padding prevent TA attacks?

* Traffic Morphing [Wright et al. ’09]

e SSL RFC-compliant padding [SSL 3.0 RFC ’99]

Wednesday, May 23, 12



Prior work does not provide a clear answer

No Countermeasure Pad to MTU

68% [LL] 8% [LL] k=1000

# of
webpages

K=2
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Prior work does not provide a clear answer

No Countermeasure Pad to MTU

68% [LL] 8% [LL] k=1000

# of
webpages

98% [W] 86% [W] k=2
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Prior work does not provide a clear answer

No Countermeasure Pad to MTU
68% [LL] 8% [LL] k=1000
98% [H] k=775
# of
webpages
k=2

98% [W] 86% [W]
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Prior work does not provide a clear answer

No Countermeasure Pad to MTU
68% [LL] 8% [LL] k=1000
98% [H] What about k=775
other values
Of k? # of
webpages
k=2

98% [W] 86% [W]
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Prior work does not provide a clear answer

No Countermeasure Pad to MTU
68% [LL] 8% [LL] k=1000
98% [H] What about k=775
other values
Of k? # of
webpages
Does the data set
used impact
efficacy?
=7

98% [W] 86% [W]
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Prior work does not provide a clear answer

No Countermeasure Pad to MTU
68% [LL] 8% [LL] k=1000
98% [A] ~ What about other What about - k=775
e other values
classification
. Of k? # of
strategies?
webpages
Does the data set
used impact
efficacy?
=7

98% [W] 86% [W]
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Prior work does not provide a clear answer

What about other

No Countermeasure Pad to MTU
countermeasures?
68% [LL] 8% [LL] k=1000
98% [H] What abo/ut other WWhat about | k=775
\ D other values
classification
- Of k? # of
strategies?
webpages

Does the data set
used impact
efficacy?

98% [W] 86% [W] =2
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Our work

1. Comprehensive evaluation of traffic analysis countermeasures.

No countermeasure works in the LL setting.

2. In-depth analysis of traffic features

Coarse features (e.g., time, bandwidth) enable high-accuracy attacks
despite countermeasures

16
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Our work

1. Comprehensive evaluation of traffic analysis countermeasures.

No countermeasure works in the LL setting.

2. In-depth analysis of traffic features

Coarse features (e.g., time, bandwidth) enable high-accuracy attacks
despite countermeasures

Pessimistic conclusion:
efficient countermeasures can't hide “coarse” features.

17
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Our Comprehensive Analysis

5 padding schemes
9 countermeasures 2 TLS/SSH “inspired” padding schemes

2 versions of traffic morphing

[Liberatore and Levine] naive Bayes, Jaccard

[Wright et al.] naive Bayes

6 classifiers [Lu et al.] edit distance
[Herrmann et al.] multinomial naive-Bayes

[Panchenko et al.] support vector machine

10 “universe” sizes k=2,4,8,106,32,64,128,256,512,775

Liberatore and Levine (2000 websites)

Herrmann et al. (775 websites)
18

2 data sets
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The countermeasures

* Session Random 255

* Packet Random 255

e Linear Padding

* Exponential Padding

* Mice-Elephants Padding
* Pad to MTU

* Packet Random MTU

* Traffic Morphing

* Direct Target Sampling

19
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The countermeasures

* Session Random 255

* Packet Random 255

e Linear Padding

* Exponential Padding

* Mice-Elephants PM
+ Pad to MTU | L

 Packet Random MTU
* Traffic Morphing

* Direct Target Sampling

Every packet on the
wire is padded to a
fixed length.

20
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The countermeasures

* Session Random 255

* Packet Random 255

e Linear Padding

* Exponential Padding

* Mice-Elephants P%/-
+ Pad to MTU | L

* Packet Random MTU

e Traffic Morphing ‘ (
* Direct Target Sampling

Every packet on the
wire is padded to a
fixed length.

[Wright et al. ’09]

- Pads packets

- Chops packets

- Sends dummy packets
- Mimics packet-length
distributions

21
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Some representative results

Classifier accuracy at k=512

None| Padto MTU| Traffic Morphing
Herrmann et al. 99% 2% 3%
Liberatore and Levine 97% 41% 17%
Panchenko et al. 96% 82% 81%

22
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Some representative results

Classifier accuracy at k=512

Herrmann et al.

Liberatore and Levine

A

None

97%

Pad to MTU

Traffic Morphing

2%

3%

41%

17%

Panchenko et al.

96%

82%

81%

Best performer with no

countermeasure applied.
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Some representative results

Classifier accuracy at k=512

Pad to MTU| Traffic Morphing

Herrmann et al. 2% 3%

Liberatore and Levine 41% 17%

Panchenko et al.

Best performer with no Best performer with
countermeasure applied. countermeasures applied.
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Under the hood of the [Panchenko '11] classifier

Panchenko Classifier

100

80
L e s S S S S s

40k SO S— —— S— S— S S— a—

Classifier Accuracy (%)

: : : ; . | #=A No countermeasure
20_ ........... , ............ , ............ , ............ , ............ ,H Padto MTU
5 5 5 5 -8 Traffic Morphing
: Random Guess (1/k)
| 1

i ; i i i .
2 4 8 16 32 64 128 256 512
"Universe" Size (k)

® Pad to MTU 82% at k=512

Traffic Morphing 81% at k=512
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Under the hood of the [Panchenko '11] classifier

Panchenko Classifier

100

80

60

40

Classifier Accuracy (%)

: ; : ; . | &~A No countermeasure
20_ ........... , ............ , ............ , ............ , ............ , ' ' Padto MTU
' ' 3 : . | =8 Traffic Morphing

Random Guess (1/k)

0 i i i ; ; . .
2 4 8 16 32 64 128 256 512

"Universe" Size (k)

® Pad to MTU 82% at k=512

Traffic Morphing 81% at k=512

Support vector machine

Features used:

Packet lengths upstream

Packet lengths downstream

Burst bandwidth upstream

Burst bandwidth downstream

HTML marker downstream

Number markers upstream

Number markers downstream

Total bytes transmitted upstream
Total bytes transmitted downstream
Percentage of downstream packets
Total number of packets upstream
Total number of packets downstream
Occurring packet lengths downstream
Occurring packet lengths upstream
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Under the hood of the [Panchenko '11] classifier

Panchenko Classifier

100

80

60 -

40

Classifier Accuracy (%)

; ; : ; . | &~A No countermeasure
20_ ........... , ............ , ............ , ............ , ............ , ' ' Padto MTU
: 3 3 : . | =8 Traffic Morphing

Random Guess (1/k)
| |

i ; i i i .
2 4 8 16 32 64 128 256 512
"Universe" Size (k)

® Pad to MTU 82% at k=512

Traffic Morphing 81% at k=512

Support vector machinex

Features used:

Packet lengths upstream

Packet lengths downstream

Burst bandwidth upstream

Burst bandwidth downstream

HTML marker downstream

Number markers upstream =
Number markers downstream

Total bytes transmitted upstream
Total bytes transmitted downstream
Percentage of downstream packets
Total number of packets upstream
Total number of packets downstream
Occurring packet lengths downstream
Occurring packet lengths upstream
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Under the hood of the [Panchenko '11] classifier

Panchenko Classifier

100

Support vector machinex

80

Features used:

9

>

O

© 60

¥

< Burst bandwidth upstream

s Burst bandwidth downstream

© | . _ , o —_— : - HTML marker downstream
' ! : : : O countermeasure

© ol g e e e | o=@ Pad to MTU | Number markers upstream .
' ' ' ' . |®-# Traffic Morphing Number markers downstream

Rand G 1/k '
el Tl Total bytes transmitted upstream

Total bytes transmitted downstream
Percentage of downstream packets
Total number of packets upstream

i ; i i i .
2 4 8 16 32 64 128 256 512
"Universe" Size (k)

o Pad to MTU 82% at k=512 Total number of packets downstream
Traffic Morphing 81% at k=512 —Occuringpacretiengins-downsiroarm—
—Oecutffgpacketengthsupstearr——
28
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DIgging deeper: Understanding the features

1. |[dentify “coarse” feature.

Time Bandwidth Burst Bandwidth

2. Implement a feature-specific classifier.

3. Run classifier against all countermeasures.

29
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“Coarse” Traffic Features with Pad to MTU

GO ugle

Google Search I'm Feeling Lucky

The Story of Send: Follow an email on its journey.

Tell us how events have
shaped your Arab world

ALJAZEERA

9, Ratko Mladic
goes on trial for ﬁ/%jépZEAEME RA
genoclde

n Serb mi Ivaryl d rfac NOW | NEWSHOUR

by ¥
<y P
< A ‘rhé
p Y o\
a2 in P
. -3 oo e br.abs£ cd
} [ = A People’s History

.ﬁ&f ,

R tk MI dl c goe: Greeces ears in

genocld ml ister

None| Padto MTU
time 2.8s 2.8s
bandwidth 277KB 347KB
bursts 13 13

None| Pad to MTU
time 5.2s 5.2s
bandwidth 1794KB 2560KB
bursts 107 107
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Feature: Time Elapsed

Time Classifier

: : ; ; | A=A No countermeasure
8OPN SR SRR SRR SRR | ®=® Pad to MTU
1 : : : . |=8 Traffic Morphing

Classifier Accuracy (%)

10N """""" """""" """""" """""" Random Guess (1/k) |

! ! al
2 4 8 16 32 64 128 256 512

"Universe" Size (k)

@ “Pad to MTU” 5% at k=512

Useful for small values of k
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Feature: Bandwidth

100 I?andwu!ith CIas!smer !

, , , : | 5 5 g More robust to large values
sof CSw. ™ . | kthan the time classifier

60 ........... ............ ............ .......... ............ .......... ............ ...... Still a “coarse”
| : | - | | measurement

aok- ... S SR S S S NG S D, -

Classifier Accuracy (%)

&=A No countermeasure : : : :
20He—® PadtoMTU | o e o o
B8 Traffic Morphing : : : | :

Random Guess (1/k)

0 . . 1 | i ; | ;
2 4 8 16 32 64 128 256 512

"Universe" Size (k)

@ “Pad to MTU” 42% at k=512
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Feature: Burst Bandwidth

Classifier Accuracy (%)

100

80

60

40

20

Burst Bandwidth Classifier

R I I T I T O O I T v e N T T T I Y -

: : : : . |#=A No countermeasure
b cccccacacaa , ............ , ............ , ............ , ........ ,H Padto MTU —
: : : : - | =8 Traffic Morphing

Random Guess (1/k)

1 | | I | 1 |

1
2 4 8 16 32 64 128 256 512
"Universe" Size (k)

© “Pad to MTU” 71% at k=512
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S00 Time + BW + Burst BW Classifier

8O R S e, R R . P

512

60k ............ ......................... e L S ........

aok-deo.n S SO SO -

Classifier Accuracy (%)
(0]
>
i
x

20 SR s S | ®=® Pad to MTU

. | 4~A No countermeasure

-8 Traffic Morphing
Random Guess (1/k)
| L

; i i i i :
2 4 8 16 32 64 128 256
"Universe" Size (k)

Putting coarse features together:
simple naive Bayes classifier using
*Jotal download time

 [otal bandwidth
*Burst bandwidth

512
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100

80 |

Classifier Accuracy (%)

60 -

Time + BW + Burst BW Classifier

40}
5 A4 No countermeasure
Z U i S S | ®=® Pad to MTU
. | =8 Traffic Morphing
Random Guess (1/k)
0 ; ; ; ; ; . i i
2 4 8 16 32 64 128 256 512

"Universe" Size (k)

Putting coarse features together:
simple naive Bayes classifier using
*Jotal download time

 [otal bandwidth
*Burst bandwidth

Classifier Accuracy (%)

100

80

60 -

40

20

Panchenko Classifier

..............................................................................................................

——— ]

I I L
4 8 16

I I
32 64

"Universe" Size (k)

L L |
128 256 512
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100

80 |

60 -

40

Time + BW + Burst BW Classifier

Classifier Accuracy (%)

20 ............ ............ ............ ............

. | 4=A No countermeasure

®-® Pad to MTU

. |W-# Traffic Morphing

Random Guess (1/k)

| | | I I
2 -+ 8 16 32 64

1 1 I}
128 256 512

"Universe" Size (k)

Putting coarse features together:
simple naive Bayes classifier using

e [otal download time
e [otal bandwidth
*Burst bandwidth

Classifier Accuracy (%)

100

80

60_ ..............................................................................................................
820/0 at k 512
40_ ......................................................................................
DO b A e
02 ll- é 1i6 3i2 614 158 25i6 5:;.2

Panchenko Classifier

"Universe" Size (k)

Coarse features are
sufficient for high-accuracy
classification.
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Can countermeasures obfuscate coarse features?

In theory we can obfuscate all features by sending:

- fixed-length packets
- packets at a fixed interval

- packets for at least a fixed amount of time

... but this destroys efficiency

37
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Can countermeasures obfuscate coarse features?

GO 1)816

Google Search I'm Feeling Lucky

The Story of Send: Follow an email on its journey.

time

2.8s

bandwidth 277KB

bursts

13

ALJAZEERA

Ratko Mladic goes Greece swears in Assad warns

. |22
- Chasing Mladic

by ¥
<y P
< A ‘rhé
p Y o\
a2 in P
. -3 oo e br.abs£ cd
} [ = A People’s History

Tell us how events have
shaped your Arab world

Ratko Mladic
goes on trial for
genocide

ALJAZEERA

LIVE® STREAM

Bosnian Serb military leader faces NOwW NEWSHOUR
11 counts of war crimes at UN TR
court over Srebrenica massacre

and siege of Sarajevo. flngainel

D“‘ YHE LINE

Read More

Mothers recall Srebrenica
Explainer: Yugoslavia tribunal
Miadic ejected from court
Profile: Ratko Miadic

~

for

on trial for caretaker prime against ing
genocide minister chaos in Syria

p d from inf ion on
park Colombia blast

time

5.2s

bandwidth

1794KB

bursts

107

the war retold
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Can countermeasures obfuscate coarse features?

bandwidth

2°77TKB

1794/277 = 6.48

bandwidth

1794KB

39
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Where do we go from here”?

Bad news: efficient countermeasure don’t work in the LL setting

40
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Where do we go from here”?
Bad news: efficient countermeasure don’t work in the LL setting

Open question 1: What is the impact of real-world artifacts?

Caching, inter-leaved downloading, hurdles to training

41
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Where do we go from here”?
Bad news: efficient countermeasure don’t work in the LL setting

Open question 1: What is the impact of real-world artifacts?

Caching, inter-leaved downloading, hurdles to training

Open guestion 2: Can we improve application-layer countermeasures”?
HTTPOS [Luo et al. "11], Camouflage [Panchenko et al. *11]
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Where do we go from here”?
Bad news: efficient countermeasure don’t work in the LL setting

Open question 1: What is the impact of real-world artifacts?

Caching, inter-leaved downloading, hurdles to training

Open guestion 2: Can we improve application-layer countermeasures”?
HTTPOS [Luo et al. "11], Camouflage [Panchenko et al. *11]

Open question 3: Do these countermeasures work for other settings?

VoIP [Wright et al. 07, '08] [White et al. ’11],
Web App leaks [Chen et al. '10]
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Summary

1. None of the countermeasures work (in the LL setting)
2. Gountermeasures fail because they don’t conceal “coarse” features

3. Efficient countermeasures can’t hide “coarse” features

100 Time + BW + Burst BW Classifier

5 IS N S S R T . S8
> e Coarse features are
: S sufficient for high-accuracy
PR AU SN SN R N NN SR N classification.
O

: : : ; A4 No countermeasure
20_ ........... , ............ , ............ , ............ , ............ , l l padtO MTU
: : : : .| -8 Traffic Morphing

Random Guess (1/k)
1 L

i i ; | [ .
2 4 8 16 32 64 128 256 512
"Universe" Size (k) 44
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